Fog computing will be integral in developing and sustaining smart living.
T
he World Health Organization projects that the number of people living in cities will nearly double over the next few decades, so urban centers need to provide more sustainable solutions for smart living. New technologiessuch as materials, sensors, wireless communications, and controls-will be necessary to manage living environments that proactively sense behavioral and health risks and provide situation-aware responses t o emergencies or disasters.
In addition, utility and transportation networks must adapt to dynamic usage, tra c conditions, and user behavior with a minimal carbon footprint; a clean and renewable energy grid must actuate localized energy and power control; and pervasive security is needed to detect and prevent potential threats. This vision is bold but critical to enabling smart living.
Cloud-only models face serious challenges in latency, network bandwidth, geographic focus, reliability, and security. Fog computing reduces these challenges by providing a system-level horizontal architecture to distribute computing, storage, control, and networking resources and services from the cloud to connected devices ("things"). Think of fog computing as the cloud on the ground: it enables latency-sensitive computing to be performed in close proximity to the things it controls.
Over time, fog and cloud computing will converge into uni ed end-to-end platforms o ering integrated services and applications along the continuum from the cloud to things. Applications developed and deployed for the cloud will be able to run in fog and vice versa.
OPEN ARCHITECTURE
An open architecture is needed to develop a smart living environment with potentially thousands of vendors. The OpenFog Consortium-a global ecosystem formed by ARM, Cisco, Dell, Intel, Microsoft, and Princeton University's EDGE Lab to accelerate the adoption of fog computing (www .openfogconsortium.org)-is taking steps to create a common reference architecture covering hardware and software platforms and highly sophisticated capabilities.
The distributed algorithms that run on the devices that receive and act on locally sensed information are key to developing fog computing. To meet diverse computing and communications needs, the fog must be semantically aware, understanding the physics of power, transportation, and environment along with psychosocial dynamics.
SECURITY AND PRIVACY
Stringent security is critical for fog computing. One of the biggest risks of massively deploying computational devices is that presented by security compromises and privacy leaks. The recent distributed denial-of-service attack against Dyn that left many users unable to access some of the biggest sites on the web is an example of large numbers of devices being turned against a large infrastructure.
Fog computing providers must stop looking at security as hierarchical layers, but rather as multiple peer domains with often limited resources in potentially hostile environments. Personal privacy is also at risk. Fog computing brings resources closer to end users and might enable ner-grained monitoring of human behavior, which could expose a higher degree of private information ranging from utility and transportation usage to personal health.
F
og systems can provide a range of new security services that would be di cult for clouds alone to provide. This "closeness" will help protect the large number of diverse and resource-constrained endpoints. Regard less of approach, no computing architecture will succeed in our increasingly digital world unless it's open and secure. The future of the human experience depends on it. 
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